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Abstract—The Internet has become a cost-effective vehicle for ~ The existing distribution for free software is mostly based
software development and release, particular in the free software on the client/server model, e.g., the Advanced Package Tool
community. Given the free n_ature of these_ software, there are (apt ) for Linux [3], which suffers from the well-known bot-
often a number of users motivated by altruism to help out with .
the distribution, so as to promote the healthy development of tleneck problem. Given the free n_ature of these_software, there
this voluntary society. It is thus naturally expected that peer- are often a number of users motivated by altruism to help out
to-peer distribution can be implemented, which scale well with with the distribution, so as to promote the healthy development
large user bases and can easily explore the network resourcesof this voluntary society. We thus naturally expect that peer-
made available by the volunteers. . . to-peer distribution can be implemented in this context, which

Unfortunately, this application scenario has many unique . .
characteristics, which make a straightforward adoption of ex- Will scale well with the currently large user bases and can
isting peer-to-peer systems for le sharing such as BitTorrent eaS|Iy explore the resources made available by the volunteers.
suboptimal. In particular, a software release often consists of a  Unfortunately, this application scenario has many unique
large number of packages, which are dif cult to be distributed  characteristics, which make a straightforward adoption of ex-

individually, but the archive is too large to be distributed in ._.. e . .
its entirety. The packages are also being constantly updated by isting peer-to-peer systems for le sharing such as BitTorrent

the loosely-managed developers, and the interest in a particular SUPOPtimal. In particular, there are too many packages to
version of a package can be very limited depending on the distribute each individually, but the archive is too large to

computer platforms and operating systems used. distribute in its entirety. The packages are also being constantly

_In this paper, we propose a novel peer-to-peer assisted dis-nqated by the loosely-managed developers, and the interest
tribution system design that addresses the above challenges. It.

enhances the existing distribution systems by providing compati- in a particular Version of a _package can be very limited.
ble and yet more ef cient downloading and updating services for 1hey together make it very dif cult to ef ciently create and

software packages. Our design leads tapt-p2p , a practical im- manage torrents/trackers. The random downloading nature of
plementation that extends the popularapt distributor. apt-p2p ~  BitTorrent-like systems is also different from the sequential
has been used in conjuction with Debian-based distribution of 5rqer used in existing software package distributions. This in

Linux software packages and will also be available in the next . . . . . .
release of Ubunptu. Wg have addressed the key design issues inturn suppresses interaction with users given the dif culty in

apt-p2p , including indexing table customization, response time traCking_ speed and downloading progress. .
reduction, and multi-value extension. They together ensure that  In this paper, we propose a novel peer-to-peer assisted

the altruistic users' resources are effectively utilized and thus distribution system design that addresses the above challenges.
signi cantly reduces the currently large bandwidth requirements ¢ enhances the existing distribution systems by providing
of hosting the software, as con rmed by our existing real user . . . .
statistics over the Internet. companble and yet more ef cient downloa_dlng and updating
services for software packages. Our design leads to the de-
. INTRODUCTION velopment ofapt-p2p , a practical implementation based on
With the widespread penetration of broadband access, the Debian' package distribution system. We have addressed
Internet has become a cost-effective vehicle for softwatiee key design issues iapt-p2p , including indexing table
development and release [1]. This is particularly true faustomization, response time reduction, and multi-value exten-
the free software community whose developers and ussien. They together ensure that the altruistic users' resources
are distributed worldwide and work asynchronously. The evare effectively utilized and thus signi cantly reduces the cur-
increasing power of modern programming languages, comently large bandwidth requirements of hosting the software.
puter platforms, and operating systems has made this softwar@pt-p2p has been used in conjuction with Debian-based
extremely large and complex, though it is often dividedistribution of Linux software packages and will also be
into a huge number of small packages. Together with theivailable in the next release of Ubuntu. We have evaluated
popularity among users, an ef cient and reliable managemesiir current deployment to determine how effective it is at
and distribution of these software packages over the Internet
has become a challenging task [2]. 1Debian - The Universal Operating Systehitp://www.debian.org/



meeting our goals, and to see what effect it is having on the ‘ ‘ ‘ =y Number

— — — By Popularity

Debian package distribution system. In particular, our existing or
real user statistics have suggested that it responsively interacts so-
with clients and substantially reduces server cost. ol

The rest of this paper is organized as follows. The back-
ground and motivation are presented in Section Il, including
an analysis of BitTorrent's use for this purpose in Section II-C.
We propose our solution in Section Ill. We then detail our
sample implementation for Debian-based distributions in Sec- 20
tion 1V, including an in-depth look at our system optimization o}
in Section V. The performance of our implementation is
evaluated in Section VI. We examine some related work in [ ‘ ‘ ‘
Section VII, and then Section VIII concludes the paper and ut W' 19 e s w' W’
offers some future directions.
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Fig. 1. The CDF of the size of packages in a Debian system, both for the
II. BACKGROUND AND MOTIVATIONS actual size and adjusted size based on the popularity of the package.

In the free software community, there are a large number
of groups using the Internet to collaboratively develop and )
release their software. Ef cient and reliable management affj the desired le. The hash le usually has the same le
distribution of these software packages over the Internet thi@Me, but with an added extension identifying the hash used
has become a critical task. In this section, we offer concrel@d--md5 for the MDS hash). This type of le downloading
examples illustrating the unique challenges in this context. @nd veri cation is typical of free software hosting facilities

that are open to anyone to use, such as SourceForge.

A. Free Software Package Distributors Given the free nature of this software, there are often a

Most Linux distributions use a software package manag@umber of users motivated by altruism to want to help out
ment system that fetches packages to be installed from with the distribution. This is particularly true considering that
archive of packages hosted on a network of mirrors. ThBuch of this software is used by groups that are staffed
Debian project, and other Debian-based distributions suchragstly, or sometimes completely, by volunteers. They are
Ubuntu and Knoppix, use thept (Advanced Package Tool) thus motivated to contribute their network resources, so as to
program, which downloads Debian packages in teb  promote the healthy development of the volunteer community
format from one of many HTTP mirrors. The program will rstthat released the software. We also naturally expect that peer-
download index les that contain a listing of which packageto-peer distribution can be implemented in this context, which
are available, as well as important information such as th&ill scale well with the currently large user bases and can
size, location, and a hash of their content. The user can tHsily explore the network resources made available by the
select which packages to install or upgrade, apd will Vvolunteers.
download and verify them before installing them.

There are also several similar frontends for the RPMs. unique Characteristics
based distributions. Red Hat's Fedora project usesyilma
program, SUSE use$AST, while Mandriva haRpmdrake , While it seems straightforward to use an existing peer-to-
all of which are used to obtain RPMs from mirrors. Othepeer le sharing tool like BitTorrent for free software package
distributions use tarba”ster_gz or _tar_bzz ) to Contain distribution, there are indeed a series of new Cha”enges in this
their packages. Gentoo's package manager is cptiehge , Unique scenario:
SlackWare Linux usepkgtools , and FreeBSD has a suite 1) Archive DimensionsWhile most of the packages of a
of command-line tools, all of which download these tarballsoftware release are very small in size, there are some that are
from web servers. quite large. There are too many packages to distribute each

Similar tools have been used for other types of softwatedividually, but the archive is also too large to distribute in
packages. CPAN distributes packaged software for the PER$ entirety. In some archives there are also divisions of the
programming language, using SOAP RPC requests to mchive into sections, e.g. by the operating system (OS) or
and download les. Cygwin provides many of the standardomputer architecture that the package is intended for.
Unix/Linux tools in a Windows environment, using a package For example, Figure 1 shows the size of the packages in
management tool that requests packages from websites. Thheecurrent Debian distribution. While 80% of the packages
are two software distribution systems for software that rurse less than 512 KB, some of the packages are hundreds of
on the Macintosh OS, nk and MacPorts, that also retriewmegabytes. The entire archive consists of 22,298 packages and
packages in this way. is approximately 119,000 MB in size. Many of the packages

Direct web downloading is also a common way, ofteare to be installed in any computer environment, but there are
coupled with a hash veri cation le to be downloaded nextalso OS- or architecture-speci ¢ packages.
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Fig. 2. The amount of data in the 119,000 MB Debian archive that is updated Fig. 3. The CDF of the popularity of packages in a Debian system.
each day, broken down by architecture.

) _ be reasonably responsive at retrieving packages, preferably in
2) Package UpdatesThe software packages being disy sequential downloading order too.

tributed are being constantly updated. These updates could
be the result of the software creators releasing a new version Why BitTorrent Does Not Work Well

with improved functionality, or the distributor u_pdating their Many distributors make their software available using Bit-
packaging of the software to meet new requirements. EV? rrent [6], in particular for the distribution of CD images.

if the distributor periodically makestable releases, which This straightforward use however can be very ineffective, as it

are snapshots of all the packages in the archive at_a .Certtaéauires the peers to download large numbers of packages that
time, many later updates are still released for security 'Ss%ﬁﬁy are not interested in, and prevents them from updating to
or serious bugs. . ~new packages without downloading another image containing
For example, Figure 2 shows the amount of data in the|st of the same packages they already have.
Debian archive that was updated each day over a period of 3\, 5jternative is to create torrents tracking smaller groups of
months. Every single day, approximately 1.5% of the 119,000 -y ages. Unfortunately, we nd that this enhancement can be
MB archive is updated with new versions of packages. Thisite dif cult given the unique characteristic of free software
frequency is much higher than that of most commercial Soffz, -y ages. First, there is no obvious way to divide the packages
ware [4], mainly because much of free software is developggl, torrents. Most of the packages are too small, and there are
in a loosely managed environment of developers working, many packages in the entire archive, to create individual
asynchronously on a worldwide scale. torrents for each one. On the other hand, all the packages
3) Limited Interest: Though there are a large number ofpgether are too large to track ef ciently as a single torrent.
packages and a large number of users, the interest inqance, some division of the archive's packages into torrents is
particular package, or version of a package, can be ves§viously necessary, but wherever that split occurs it will cause
limited. Speci cally, there are core packages that every usgfther some duplication of connections, or prevent some peers
has to download, but most packages would fall in the categafym connecting to others who do have the same content. In
of optional or extra, and so are interesting to only a limitegddition, a small number of the packages can be updated every
number of users. day which would add new les to the torrent, thereby changing
For example, the Debian distribution tracks the populariis infohashidenti er and making it a new torrent. This will
of its packages using popcon [5]. Figure 3 shows the cumgeverely fracture the download population, since even though
lative distribution function of the percentage of all users whgeers in the new torrent may share 99% of the packages in
install each package. Though some packages are installedcbphmon with peers in the old torrent, they will be unable to
everyone, 80% of the packages are installed by less than g&mmunicate.
of users. Other issues also prevent BitTorrent from being a good
4) Interactive Users:Finally, given the relatively long time solution to this problem. In particular, BitTorrent's xed piece
for software package downloading, existing package managees (usually 512 KB) that disregard le boundaries are
ment systems generally display some kind of indication diigger than many of the packages in the archive. This will
speed and completeness for users to monitor. Since previsaste peers' downloading bandwidth as they will end up
client-server downloads occurred in a sequential fashion, tlewnloading parts of other packages just to get the piece that
package management software also measures the speed beme@ins the package they do want. Finally, note that BitTorrent
on sequential downloading. To offer comparable user expetdiewnloads les randomly, which does not work well with the
ence, it is natural to expect that the new peer-to-peer solutimeractive package management tools expectation of sequen-



will act as a proxy (1,2), downloading (3) and caching all

() .
LT o les communicated between the user and the server (4). It
0 2 3 will therefore also have available the index les containing
ﬁ > % Server the cryptographic hashes all packages. Later, in Phase 2, upon
Lor receiving a request from the user to download a package (5),
o

our program will search the index les for the package being

» requested and nd its hash (6). This hash can then be looked
S e up recursively in an indexing structure (a Distributed Hash
& 5 Pkg? ! Table, or DHT [7], in our implementation) (7), which will
? 3 5 Ha5h7/9 Hasm aSh return a list of peers that have the package already (8). The
g % Server Proxy package can then be downloaded from the peers (11,12), it can
~ 5 Peers/‘ HaSW ! be veri ed using the hash (13), and if valid can be returned
s 10 PleceSw H to the user (14). The current nodes location is also added to
L”””,Wafsb? 77777 ! the DHT for that hash (15), as it is now a source for others
""""""""""""""""""""""""" to download from.

'§ In steps (11,12), the fact that this package is also available
2 DHT ! to download for free from a server is very important to our
™ = sppl'e proposed model. If the package hash can not be found in
%8 Server " 1 the DHT, the peer can then fallback to downloading from

g g _ Storey the original location (i.e. the server). The server thus, with
g 11 Pka? : % no modi cation to its functionality, serves as a seed for the
§ 9 ‘ store ‘ packages in the peer-to-peer system. Any packages that have

(R=0)S !
just been updated, or that are very rare, and so do not have any

peers available, can always be found on the server. Once the
Fig. 4. The different phases of functionality of our peer-to-peer distributioRc " has completed the down_load from the server and veri ed
model. the package, it can then add itself to the DHT as the rst peer
for the new package, so that future requests for the package
will not need the server.
tial downloads. This sparse interest in a large number of packages under-

On the other hand, there are aspects of BitTorrent that gging constant updating is well suited to the functionality
no longer critical. Speci cally, with altruistic peers and all les provided by a DHT. A DHT requires unique keys to store and
being available to download without uploading, incentives t@trieve strings of data, for which the cryptographic hashes
share become a less important issue. AlSO, the avallablllty lﬁed by these package management Systems are perfect for.
seeds are not critical either, as the serves are already availgtjg stored and retrieved strings can then be pointers to the
to serve in that capacity. peers that have the package that hashes to that key.

Note that, despite downloading the package from untrust-
worthy peers, the trust of the package is always guaranteed
through the use of the cryptographic hashes. Nothing can be

We now present the design of our peer-to-peer assisigglynioaded from a peer until the hash is looked up in the
distribution system for free software package releases apfiT so a hash must rst come from a trusted source (i.e.
updates. A key principle in our design is that the new functiofhe distributors server). Most distributors use index les that
alities implemented in our distributor should be transparent §ntain hashes for a large number of the packages in their
users, thus offering the same experience as using conventiofighive, and which are also hashed. After retrieving the index's
software management systems, but with enhanced ef ciengysh from the server, the index le can be downloaded from
That said, we assume that the user is still attempting géers and veri ed. Then the program has access to all the
download packages from a server, but the requests will Rgshes of the packages it will be downloading, all of which

proxied by our peer-to-peer program. We further assume thaf, be veri ed with achain of trustthat stretches back to the
the server is always available and has all of the package Igsyiginal distributor's server.

In addition, the cryptographic hash of the packages will be
available separately from the package itself, and is usu
contained in afndex le which also contains all the packages'
names, locations and sizes. Although not necessary, we recommend implementing a
download protocol that is similar to the protocol used to fetch
packages from the distributor's server. This simpli es the peer-
Our model for using peer-to-peer to enhance package dista-peer program, as it can then treat peers and the server almost
bution is shown in Figure 4. As shown in Phase 1, our progragentically when requesting packages. In fact, the server can

Ill. PEER-TO-PEERASSISTEDDISTRIBUTOR: AN
OVERVIEW

agy Peer Downloading Protocol

A. System Overview



be used when there are only a few slow peers available fopeer, and the requesting of smaller pieces of a large le using
le to help speed up the download process. the HTTP Range request header. Likeajpt , SHA1 hashes

Downloading a le efciently from a number of peers are then used to verify downloaded les, including the large
is where BitTorrent shines as a peer-to-peer application. Itglex les that contain the hashes of the individual packages.
method of breaking up larger les into pieces, each with its
own hash, makes it very easy to parallelize the downloading
process and maximize the download speed. For very smallAnother contribution of our work is in the customization and
packages (i.e. less than the piece size), this parallel downloade of a Distributed Hash Table (DHT). Although our DHT is
ing is not necessary, or even desirable. However, this methoased on Kademlia, we have made many improvements to it
should still be used, in conjunction with the DHT, for théo make it suitable for this application. In addition to a novel
larger packages that are available. storage technique to support piece hashes, we have improved

Since the package management system only stores a highresponse time of looking up queries, allowed the storage of
of the entire package, and not of pieces of that package, melltiple values for each key, and incorporated some improve-
will need to be able to store and retrieve these piece hashesnts from BitTorrent's tracker-less DHT implementation.
using the peer-to-peer protocol. In addition to storing the le .
download location in the DHT (which would still be used fof™: DHT Details
small les), a peer will store aorrent string containing the  DHTSs operate by storingkéy, value pairs in a distributed
peer's hashes of the pieces of the larger les (similar to (15&shion such that no node will, on average, store more or
in Phase 3 of Figure 4). These piece hashes will be retrieviealve to work harder than any other node. They support two
and compared ahead of time by the downloading peer ((9,1@)mitive operationsput, which takes a key and a value and
in Phase 2 of Figure 4) to determine which peers have thtores it in the DHT; andjet which takes a key and returns
same piece hashes (they all should), and then used duringahealue (or values) that was previously stored with that key.
download to verify the pieces of the downloaded package. These operations are recursive, as each node does not know

about all the other nodes in the DHT, and so must recursively
IV. APT- P2P: A PRACTICAL IMPLEMENTATION search for the correct node to put to or get from.

We have created a sample implementation that functionsThe Kademlia DHT, like most other DHTSs, assigns IDs to
as described in section Ill, and is freely available for othgreers randomly from the same space that is used for keys.
distributors to download and modify [8]. This software, calledhe peers with IDs closest to the desired key will then store
apt-p2p , interacts with the populaapt tool. This tool is the values for that key. Nodes support four primitive requests.
found in most Debian-based Linux distributions, with relateding will cause a peer to return nothing, and is only used
statistics available for analyzing the popularity of the softwate determine if a node is still alivestore tells a node to
packages [5]. store a value associated with a given key. The most important

Since all requests fromapt are in the form of primitives arefind_node andfind value , which both
HTTP downloads from a server, our implementation takégnction recursively to nd nodes close to a key. The queried
the form of a caching HTTP proxy. Making a stannodes will return a list of the nodes they know about that
dard apt implementation use the proxy is then as simare closest to the key, allowing the querying node to quickly
ple as prepending the proxy location and port to theaverse the DHT to nd the nodes closest to the desired key.
front of the mirror name inapt 's con guration le (i.e. The only difference betwedind _node andfind_value
“http://localhost:9977/mirrorname.debian.org/. . ."). is that thefind_value  query will cause a node to return a

We created a customized DHT based on Khashmir [9}alue, if it has one for that key, instead of a list of nodes.
which is an implementation of Kademlia [7]. Khashmir is )
also the same DHT implementation used by most of tfe Piece Hash Storage
existing BitTorrent clients to implement trackerless operation. Hashes of pieces of the larger package les are needed to
The communication is all handled by UDP messages, asdpport their ef cient downloading from multiple peers. For
RPC (remote procedure call) requests and responses ardaafle les (5 or more pieces), the torrent strings described in

V. SYSTEM OPTIMIZATION

bencodedin the same way as BitTorrent'sorrent les. Section IlI-B are too long to store with the peer's download
More details of this customized DHT can be found below imfo in the DHT. This is due to the limitation that a single UDP
Section V. packet should be less than 1472 bytes to avoid fragmentation.

Downloading is accomplished by sending simple HTTP Instead, the peers will store the torrent string for large les
requests to the peers identi ed by lookups in the DHT to hawseparately in the DHT, and only contain a reference to it in
the desired le. Requests for a package are made using their stored value for the hash of the le. The reference is
package's hash, properly encoded, as the URL to request framSHAL hash of the entire concatenated length of the torrent
the peer. The HTTP server used for the proxy also doublsssing. If the torrent string is short enough to store in the DHT
as the server listening for requests for downloads from othige. less than 1472 bytes, or about 70 pieces for the SHA1
peers. All peers support HTTP/1.1, both in the server and thash), then a lookup of that hash in the DHT will return the
client, which allows for pipelining of multiple requests to aorrent string. Otherwise, a request to the peer for the hash



(using the same method as le downloads, i.e. HTTP), will 7772é‘3‘ga._.“mp‘emm.m
cause the peer to return the torrent string. oss Leap-tog Unvesponsie |
Figure 1 shows the size of the 22,298 packages available in oaf Fecene

Debian in January 2008. We can see that most of the packages .|
are quite small, and so most will therefore not require piece
hash information to download. We have chosen a piece size
of 512 kB, which means that 17,515 (78%) of the packages
will not require this information. There are 3054 packages that
will require 2 to 4 pieces, for which the torrent string can be ot
stored directly with the package hash in the DHT. There are 0al
1667 packages that will require a separate lookup in the DHT
for the longer torrent string as they require 5 to 70 pieces.
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Finally, there are only 62 packages that require more than 70 N s e e e ® 2
pieces, and so will require a separate request to a peer for the
torrent string. Fig. 5. The distribution of average response times PlanetLab nodes expe-

rience forfind_value queries. The original DHT implementation results
are shown, as well as the successive improvements that we made to reduce
the response time.

Many of our customizations to the DHT have been to try and
improve the time of the recursivind_value requests, as
this can cause long delays for the user waiting for a packagiggs of nodes that fail once to respond to a request, as it
download to begin. The one problem that slows down sutikes multiple failures (currently 3) before a node is removed
requests is waiting for timeouts to occur before marking tHeom the routing table.
node as failed and moving on. To test our changes during development, we ran our cus-
Our rst improvement is to retransmit a request multipléomized DHT for several hours after each major change on
times before a timeout occurs, in case the original requester 300 PlanetLab nodes [10]. Though the nodes are not
or its response was lost by the unreliable UDP protocaxpected to be rewalled or NATted, some can be quite
If it does not receive a response, the requesting node wilterloaded and so consistently fail to respond within a timeout
retransmit the request after a short delay. This delay wjleriod, similar to NATted peers. The resulting distribution of
increase exponentially for later retransmissions, should ttiee nodes' average response times is shown in Figure 5. Each
request again fail. Our current implementation will retransmimprovement successfully reduced the response time, for a
the request after 2 seconds and 6 seconds (4 seconds aftetatsd reduction of more than 50%. The nal distribution is
rst retransmission), and then timeout after 9 seconds. also narrower, as the improvements make the system more
We have also added some improvements to the recursiyedictable. However, there are still a large number of outliers
find_node and find_value gueries to speed up thewith higher average response times, which are the overloaded
process when nodes fail. If enough nodes have respondedies on PlanetLab. This was conrmed by examining the
to the current query such that there are many new nodesaterage time it took for a timeout to occur, which should be
guery that are closer to the desired key, then a stalled requetstant as it is a con guration option, but can be much larger
to a node further away will be dropped in favor of a nevf the node is too overloaded for the program to be able to
request to a closer node. This has the effect of leap-froggingeck for a timeout very often.
unresponsive nodes and focussing attention on the nodes that .
do respond. We will also prematurely abort a query whilg- Multiple Values Extension
there are still oustanding requests, if enough of the closesfThe original design of Kademlia speci ed that each key
nodes have responded and there are no closer nodes fowwlld have only a single value associated with it. The RPC to
This prevents a far away unresponsive node from making thnel this value was calledind_value  and worked similarly
guery's completion wait for it to timeout. to find_node , iteratively nding nodes with ID's closer
Finally, we made all attempts possible to prevent rewalletb the desired key. However, if a node had a value stored
and NATted nodes from being added to the routing table fassociated with the searched for key, it would respond to the
future requests. Only a node that has responded to a requegquest with that value instead of the list of nodes it knows
from us will be added to the table. If a node has only sent usahout that are closer.
request, we attempt to sencdpang to the node to determine  While this works well for single values, it can cause a
if it is NATted or not. Unfortunately, due to the delays usegroblem when there are multiple values. If the responding
by NATs in allowing UDP packets for a short time if one wasiode is no longer one of the closest to the key being searched
recently sent by the NATted host, the ping is likely to succeddr, then the values it is returning will probably be the staler
even if the node is NATted. We therefore also schedule a futuraes in the system, as it will not have the latest stored values.
ping to the node to make sure it is still reachable after thdowever, the search for closer nodes will stop here, as the
NATs delay has hopefully elapsed. We also schedule futuyeeried node only returned values and not a list of nodes to

C. Response Time Optimization
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Fig. 6. The number of peers found in the system, and how many are behind Fig. 7. The CDF of how long an average session will last.
a rewall or NAT.

recursively query. We could have the request return both tRHT requests from peers they have not contacted recently,

values and the list of nodes, but that would severely I|m|ttW%ICh will cause the peer to wa|_t for a t|meout_ to_oceur
. . . (currently 9 seconds) before moving on. They will also be

size and number of the values that could be returned in a single : .

UDP packet nable to contribute any upload bandwidth to other peers, as

Instead, we have broken up the originfiid_value all requests for packages from them will also timeout. From

operation into two parts. The netind_value request Figure 6, we see that approximately half of all peers suffered

. . from this restriction. To address this problem, we added one
always returns a list of nodes that the node believes are closest - i
R other new RPC request that nodes can mg&e . This
to the key, as well as a number indicating the number of values : ; ;
request is only sent on rst loading the DHT, and is usually

that this node has for the key. Once a querying node hasly sent to the bootstrap nodes that are listed for the DHT.

) . n
nished its search for nodes and found the closest ones %glese bootstrap nodes will respond to the request with the

the key, it can issuget_value requests to some nodes to : . .
. . requesting peer's IP and port, so that the peer can determine
actually retrieve the values they have. This allows for muc ; . . i
what its oustide IP address is and whether port translation
more control of when and how many nodes to query for values. ' . . .
. iS: being used. In the future, we hope to add functionality
For example, a querying node could abort the search once.it .
. : Similar to STUN [13], so that nodes can detect whether they
has found enough values in some nodes, or it could choose€ to . ; .
are NATted and take appropriate steps to circumvent it.

only request values from the nodes that are closest to the ke%igure 7 shows the cumulative distribution of how long a

being searched for. ]
connection from a peer can be expected to last. Due to our
VI. PERFORMANCEEVALUATION software being installed as a daemon that is started by default

Ourapt-p2p implementation supporting the Debian pack€Very time their computer boots up, peers are expected to stay
age distribution system has been available to all Debian ustq @ long period in the system. Indeed, we nd that 50%
since May 3rd, 2008 [11], and will also be available in th&f connections last longer than 5 hours, and 20% last longer
next release of Ubuntu [12]. We have since createdatker than 10 hours. These connections are much longer than those
that will navigate the DHT and nd all the peers currently@Ported by Saroiu et. al. [14] for other peer-to-peer systems,
connected to it. This allows us to analyze many aspects of ¥pich had 50% of Napster and Gnutella sessions lasting only

implementation in the real Internet environment. 1 hour.
o Since our DHT is based on Kademlia, which was designed
A. Peer Lifetimes based on the probability that a node will remain up another

We rst began analyzing the DHT on June 24th, antiour, we also analyzed our system for this parameter. Figure 8
continue to this day, giving us 2 months of data so far. Figureshiows the fraction of peers that will remain online for another
shows the number of peers we have seen in the DHT durihgur, as a function of how long they have been online so far.
this time. The peer population is very steady, with just ovélaymounkov and Mazieres found that the longer a node has
50 regular users participating in the DHT at any time. We aldmeen online, the higher the probability that it will stay online
note that we nd 100 users who connect regularly (weeklyj7]. Our results also show this behavior. In addition, similar
and we have found 186 unique users in the 2 months of dorthe Gnutella peers, over 90% of our peers that have been
analysis. online for 10 hours, will remain online for another hour. Our

We also determined which users are behind a rewall aesults also show that, for our system, over 80% of all peers
NAT, which is one of the main problems of implementingvill remain online another hour, compared with around 50%
a peer-to-peer network. These peers will be unresponsiveféo Gnutella.
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; . rﬁg. 10. The bandwidth of data that the contacted peers have downloaded
will stay online for another hour.

and uploaded.

140

— — —All Peers
Peers Contacted

20 T ] bers are only a lower bound, since we have only contacted 30%
of the peers in the system, but we can estimateabp&p2p
wor ] has already saved the mirrors 15 GB of bandwidth, or 1 GB

. per day. Considering the current small number of users this
il | savings is quite large, and is expected to grow considerably
ol / ] as more users participate in the P2P system.
We also collected the statistics on the measured response
“or 1 time peers were experiencing when sending requests to the

//fj DHT. We found that the recursiiind_value  query, which

? | is necessary before a download can occur, is taking 17 seconds
. ‘ ‘ on average. This indicates that, on average, requests are
" " vweme " experiencing almost 2 full stalls while waiting for the 9 second
timeouts to occur on unresponsive peers. This time is longer
HWan our target of 10 seconds, although it will only lead to a
slight average delay in downloading of 1.7 seconds when the
default 10 concurrent downloads are occurring.This increased
B. Peer Statistics response time is due to the number of peers that were behind

On July 31st we enhanced our walker to retrieve additionAFWalls or NATS, which was much higher than we anticipated.
information from each contacted peer. The peers are con §i€ d0 have plans to improve this through better informing
ured, by default, to publish some statistics on how much th&) USers of their NATted status, the use of STUN [13] to
are downloading and uploading, and their measured respofS§UMVvent the NATs, and by better exclusion of NATted peers
times for DHT queries. Our walker can extract this informatiof'{om the DHT (which does not prevent them from using the

if the peer is not rewalled or NATted, it has not disabled thi$YStem):
functionality, and if it uses the same port for both its DHT e were also concerned that the constant DHT requests

(UDP) requests and download (TCP) requests (which is al@pd responses, even while not downloading, would overwhelm
the default con guration parameter). some peers' network connections. However, we found that

Figure 9 shows the total number of peers we have been aBRe"S &€ using 200 to 300 bytes/sec of bandwidth in servicing

to contact since starting to gather this additional informatiof!® PHT. These numbers are small enough to not affect any

as well as how many total peers were found. We were orfijher network services the peer would be running.
able to contact 30% of all the peers that connected to the
system during this time.

Figure 10 shows the amount of data the peers we were abl@here have been other preliminary attempts to implement
to contact have downloaded. Peers measure their downlogdsr-to-peer distributors for software packages. apt-torrent [15]
from other peers and mirrors separately, so we are able to getates torrents for some of the larger packages available, but
an idea of how much savings our system is generating for tlieignores the smaller packages, which are often the most
mirrors. We see that the peers are downloading approximatelypular. DebTorrent [16] makes widespread modi cations to a
20% of their package data from other peers, which is savitrgditional BitTorrent client, to try and x the drawbacks men-
the mirrors from supplying that bandwidth. The actual numioned in Section [I-C. However, these changes also require

Number of Peers

Fig. 9. The number of peers that were contacted to determine their bandwi
and the total number of peers in the system.

VII. RELATED WORK



some modi cations to the distribution system to support it. Our There are many future avenues toward improving our imple-
system considers all the les available to users to downloadhentation. Besides evaluating its performance in larger scales,
and makes use of the existing infrastructure unmodi ed.  we are particularly interest in further speeding up some of the
There are a number of works dedicated to developing a cslewer recursive DHT requests. We expect to accomplish this
laborative content distribution network (CDN) using peer-tddy ne tuning the parameters of our current system, better
peer techniques. Freedman et. al. developed Coral [17] usingx&lusion of NATted peers from the routing tables, and through
distributedsloppyhash table to speed request times. Pierre atite use of STUN [13] to circumvent the NATs of the 50% of
van Steen developed Globule [18] which uses typical DNS atfie peers that have not con gured port forwarding.
HTTP redirection techniques to serve requests from a networkOne aspect missing from our model is the removal of old
of replica servers, which in turn draw their content from thpackages from the cache. Since our implementation is still
original location (or a backup). Shah et. al. [19] analyze awlatively young, we have not had to deal with the problems of
existing software delivery system and use the results to desagrowing cache of obsolete packages consuming all of a user's
a peer-to-peer content distribution network that makes usetafrd drive. We plan to implement some form of least recently
volunteer servers to help with the load. None of these systeosed (LRU) cache removal technigue, in which packages that
meets our goal of an even distribution of load amongst tla&e no longer available on the server, no longer requested by
users of the system. Not all users of the systems become pepe®rs, or simply are the oldest in the cache, will be removed.
and so are not able to contribute back to the system after
downloading. The volunteers that do contribute as servers are
required to contribute larger amounts of bandwidth, both fol] ibffvev!\?; %r:\jle?(-) Fﬁéﬁf'ﬂfgéf;ﬁ?&ﬁ%ﬁﬁ asngl:}’tsriz ?Jvézf open source
yploadlng '_[0 others, and in downlo?‘d'ng content they are not national confere%ce onplnforrr?ati’on syster;gnp. 58-69, 2003{).
in need of in order to share them with other users. Our syste[p] (2008) Ubuntu blueprint for using torrents to download
treats all users equally, requiring all to become peers in the Egczi?:st-_ n[)?rglme]- Available:  https:/blueprints.launchpad.net/ubuntu/
system, sharing the uploading load equally amongst all, bl‘[5] Thg Ad\‘/)anced packaging tool, or APT (from Wikipedia). [Online].
does not require any user to download les they would not = Available: http://en.wikipedia.org/wiki/AdvanceBackagingTool

otherwise need. [4] C. Gkantsidis, T. Karagiannis, and M. VojnoviC, “Planet scale software

o dates,'SIGCOMM Comput. C . l. 36, no. 4, pp. 423-
The most similar works to ours are by Shah et. al. [19] and 22435306. omput. Commun. Revo no- & PP

Shark by Annapureddy et. al. [20]. Shah's system, in additiofs] (2008) The Debian Popularity Contest website. [Online]. Available:
to the drawbacks mentioned above, is not focused on the http://popcon.debian.org/

. . - ] B. Cohen. (2003, May) Incentives build robustness in BitTorrent.
interactivity of downloads, as half of all requests were require [Online]. Available: http://bitconjurer.org/BitTorrent/bittorrentecon.pdf

“to wait between 8 and 15 minutes.” In contrast, lookups 7] P. Maymounkov and D. Mazieres, “Kademlia: A Peer-to-Peer Informa-

our system take only seconds to complete, and all requests can tion System Based on the XOR MetridPeer-To-Peer Systems: First
. . .. International Workshop, IPTPS 2002, Cambridge, MA, USA, March 7-
be completed in under a minute. Shark makes use of Coral's g 550>

distributed sloppy hash table to speed the lookup time, bys] (2008) The apt-p2p website. [Online]. Available: http://www.camrdale.
their system is more suited to its intended use as a distributed ©rg/apt-p2p/

le server. It does not make use of authoritative copies o | (2008) The Khashmir website. [Online]. Available: http://khashmir.
’ p sourceforge.net/

the original les, allowing instead any users in the systemo] (2007) The PlanetLab website. [Online]. Available: http:/Avww.
to update les and propagate those changes to others. Qur Planet-lab.org/

system is well-tailored to the application of disseminating ti%ll (szgcijlg)b@? r?t\t's:r,\,/;]e‘,;’:':ggtzgggzgﬁfaﬁ?;gilgif_kp?;h'?m?eman' [Onfine].

unchanging software packages from the authoritative sourges (2008) An overview of the apt-p2p source package in Ubuntu. [Online].
to all users. Available: https://launchpad.net/ubuntu/+source/apt-p2p/

[13] J. Rosenberg, J. Weinberger, C. Huitema, and R. Mahy, “STUN - simple

traversal of user datagram protocol (UDP) through network address

VIII. C ONCLUSION AND FUTURE WORK translators (NATs),” RFC 3489, March 2003.

In this paper, we have provided strong evidence that fré@l S. Saroiu, P. Gummadi, S. Gribbt al, “"A measurement study of
software package distribution and update exhibit many distinct Hect P le sharing systems,” University of Washington, Tech. Rep.,
characteristics, which call for new designs other than the exigts] (2008) The Apt-Torrent website. [Online]. Available: http://sianka.free.
ing peer-to-peer systems for le sharing. To this end, we have _ , L
presentapt-p2p , a novel peer-to-peer distributor that Sitéw] gzli(c))(t)r?)ci;—l?;nl.)c)erg;rorrem website. [Online]. Available: http://debtorrent.
between client and server, providing ef cient and transparent] Mm. J. Freedman, E. Freudenthal, and D. Mazires, “Democratizing content
downloading and updating services for software packages. \We PGUbFl)i_Cf?trion mtf’lACOFil,”sitnN:E?}Gl léSIE'_\“X, 2|?0b4,rp{?- 239:‘?5r]2t-d e
have addressed the key design issueapinp2p |, including %1 L Uove B B o Lot o o6, pp. 127133,
DHT customization, response time reduction, and multi-value 2006.
extensionapt-p2p has been used in conjuction with Debianf9] P. Shah, J.-F. Pris, J. Morgan, J. Schettino, and C. Venkatraman, “A

T . . P2P based architecture for secure software delivery using volunteer
based distribution of Linux software packages and will also assistance,” ir8th International Conference on Peer-to-Peer Computing

be available in the next release of Ubuntu. Existing real user 2008 (P2P'08)

statistics have suggested that it interacts well with clients al#fl S. Annapureddy, M-t_J- Freeﬁmap“grgl D-U '\gézl\ilr&s,z“g&firk: Scaling le
. servers via cooperative cacning, y .
substantially reduces server cost.
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